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What is this tool?

The Virtual Home (VH) enables small organisations, including collaborative
research facilities, to manage user identities for international, government,
and industry based researchers. The VH replaces older software (the VHO)
and has been developed by the Australian Access Federation. The VH uses

new technology, and is based on real requirements and use cases.

As an administrator, you may need to log into the VH to grant users access or
manage existing users. You can log into the VH using your Institution

credentials or your VH credentials.
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Welcome  Support

Welcome to the new Tuakiri Virtual Login

Username
Over the past few months, AAF have been hard at work on this new version of the Virtual
Home.
The new version will enable small organisations, including collaborative research facilities,
to manage user identities for international, government and industry based researchers, as Password

well as collaborators who are sponsored by a Tuakiri subscribed organisation.
Users are provided with:

* Access to federated services;

A view of account details to assist with maintenance of your personal information; "

* Secure management of passwords;

* The ability to reset a forgotten password 24/7 with our simple online tools; and

« Support for multiple browsers and mobile devices to assist you logging in wherever you How else can we help?
are.

* View your account details or change your password
* Recover your lost password
 An easier to use and navigate administrative interface; * Recover your lost username
* Per organisation and per group scopes for authentication assertions;
« Better security for your users. Password resets use one time codes instead of having
you set something on their behalf, and
* The ability to manage many more groups and users than was previously possible.

Administrators are provided with:
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Logging into the admin portal

To access the administrator portal, visit hifps://virtualhome . fuakir.ac.nz and

click ‘Login to the Tuakiri Virtual Home dashboard’ (the blue button).

Usually you'd log in using your Institution credentials. If these don’t grant you
administrator privileges, try your VH credentials if you have them. Otherwise,
please get in touch with support@fuakir.ac.nz.
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Welcome Support

Welcome to the Tuakiri Virtual Home

Which best describes you?

End Users
and Researchers

F—_ ——
| have a Tuakiri Virtual Home account that lets I'm an administrator of Tuakiri Virtual Home
me access services connected to Tuakiri. Organisations or Groups.

I'd like to view my account details or change my I'd like to create new accounts or manage
password. existing accounts.

2 Login to my account # Login to the Virtual Home dashboard

(You will be asked to authenticate via your Tuakiri Identity Provider)



https://virtualhome.tuakiri.ac.nz/
mailto:support@aaf.edu.au
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How do | create groups?

As an Organisation Administrator, you have the ability to manage groups and
user accounts. As a Group Administrator, you can only manage user
accounts. This guide uses the ‘Example Organisation’ organisation and the

‘Default Group’ group.

Select your organisation from the Dashboard (the main page) and find the
Actions menu. The Actions menu items are consistent no matter which of the
four tabs you are viewing. To create a Group, click the Create Group option

to walk you through the process.
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Dashboard Organisations Groups Accounts Workflow Administration Support Logout

Virtual Home = Example Organisation

Organisation: Example Organisation

Overview Groups Accounts Administrators m

Create Account

it example.ac.nz Create Group i

Display Name Example Organisation
Add Administrator
Description
Scope Edit Organisation
Deactivate this Organisation
Group Limit Unlimited
Subject Limit Unlimited Archive this Organisation
Apply Tuakiri lock to this Organisation
Delete Organisation
Internal Data
D 30
(| N L3
Active True
Archived False
Tuakiri Lock False
Federation Registry ID 36
Date Created 2014-08-15 11:57:39 NZST
https://virtualhome.dev.tuakiri.ac. isati ‘group: ization.id=30 -




How do | create user accounts?

As an Organisation Administrator, you have the ability to manage groups and
user accounts. As a Group Administrator, you can only manage user
accounts. This guide uses the ‘Example Organisation’ organisation and the

‘Default Group’ group.

Select your organisation from the Dashboard (the main page) and find the
Actions menu. The Actions menu items are consistent no matter which of the

four tabs (Overview, Groups, Accounts, or Administrators) you are viewing.

To create an account, click the Create Account option to walk you through
the process. The user will then receive a ‘welcome email’ inviting them to

create a username and set a password.
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Virtual Home = Example Organisation

Organisation: Example Organisation

Overview Groups Accounts Administrators m
Create Account

Name example.ac.nz Create Group =
Display Name Example Organisation
Add Administrator
Description
Scope Edit Organisation
Deactivate this Organisation
Group Limit Unlimited
Subject Limit Unlimited Archive this Organisation
Apply Tuakiri lock to this Organisation
Delete Organisation
Internal Data
D 30
Active True [
Archived False
Tuakiri Lock False
Federation Registry ID 36
Date Created 2014-08-15 11:57:39 NZST
https://virtualhome.dev.tuakiri.ac.nz/organisati /30 -




You can also create accounts quicker (or in bulk) by viewing the Group first,
and then clicking on the Actions menu. The Create Account option still exists,
but you are also given the option to Create Multiple Accounts via CSV file
upload. You will see instructions on how to create the CSV file.
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Dashboard Organisations Groups Accounts Workflow Administration Support Logout

Virtual Home = Example Organisation = Default Group

Group: Default Group

Overview Accounts Administrators

Create Account E

Name DefaUIEGrogp: Create Multiple Accounts (CSV)
Description Default group for accounts belonging to Example Org

Require 2-Step verification for all accounts
Scope
Organisation Example Organisation Add Administrator
Welcome Message Edit Group

Deactivate this Group

Archive this Group

2-Step verification Apply Tuakiri lock to this Group

Accounts within this group are NOT required to use 2-Step verification. Delete Group
Internal Data
D 30
Date Created 2014-08-15 11:57:39 NZST
Last Updated 2014-08-15 11:57:39 NZST
https://vir tuakiri.ac, isations/group: reatecsv?group.id=30 -




How do | add administrators?

Use the Actions menu to click the Add Administrator button.

You can either search for the user using the search tool and click the green
Add button next to their name (N.B. the user must have previously logged into
the VH for them to appear), or alternatively use the ‘Invite’ button to

automatically invite and grant the administrator privileges to this user.
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Organisation: Example Organisation

Overview Groups Accounts Administrators

Create Account
Name Email Shared Token

Create Group |

Add Administrator

Edit Organisation
Add via emall Deactivate this Organisation

Invite a new administrator via email. The addresse will be sent an email containing a unique link which wher
Archive this Organisation

Email Apply Tuakiri lock to this Organisation

Delete Organisation

Invite

Add existing account

m

show 10 B rows Search:
Name Email Shared Token
l No data available in table

Showing 0 to 0 of 0 entri
owing of 0 entries « Previous | Next —




How do | customise the invitation/welcome email for users?

Administrators can add a custom message to the invitation email that is sent
to new users. Navigate to the Group (where you intend to add users), click

the Actions menu, and then Edit Group.

This will present a screen where you can edit the name of the Group, but
more importantly, add a custom message that is added to the user's invitation
email. Once this is saved, your message will appear in the invitation email for

new accounts as a paragraph above the heading "Your action is required".

Note: Each Group can have a unique message if you desire. All users invited

to this Group will see the same invitation email message.
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Dashboard Organisations Groups Accounts Workflow Administration Support Logout P
Virtual Home / Example Organisation ' Default Group ' Edit Group
Editing Group: Default Group
Name | Default Group o
Description Default group for accounts belon¢ | @

Welcome Message Your custom welcome message here




How do | deal with a user who has been locked out?

Users are locked out of their account when they fail to login five or more
times. After three failed logins, the user will also be presented with a
CAPTCHA on the login screen. After five failed logins, the user's account is
locked out, they will no longer be able to login, they will receive an email
telling them their account has been locked out, and they must contact an

administrator to have their account unlocked.

The account can be re-activated by navigating to the account, clicking the

Actions menu, and selecting "Activate this Account".
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Dashboard Organisations Groups Accounts Workflow Administration Support Logout

Virtual Home ' Example Organisation ' Default Group ' John Connor

m

Account for: John Connor

b Unavailable
This account is currently unavailable. To correct this please ensure the account is active and has not been locked. In addition the owning
organisation and group must currently be functional.

The user associated with this account will be unable to login at this time.

Overview Event Log

Edit Account
Account Details Generate Password Reset Code

Reset 2-Step verification secret

Core Attributes Optio

Require this account to use 2-Step verification

Common Name John Connor Given Activate this Account |
Email ] Surnan  Apply administrative lock

Archive this Account

Shared Token awoCSsZF49Alg8mis- Teleph
mxI0iLgfw

Mobile  Apply Tuakiri lock to this Account

Display Name John Connor DBlGtE ALCoiiE H
Postal

eduPersonAssurance urn:mace:aaf.edu.au:iap:id:1
Organisational Unit

eduPersonAffiliation 1. member

aduDareanEntitlamant

https://virtualhome.dev.tuakiri.ac.nz/organisations/group /show/26# -




Other administrative tasks

As an administrator, there are many other things you can do:

e Lock an account out (and activate it, if it has been locked out
previously)

e Generate a password reset code, which may be sent via email or via
SMS

e Require an individual account or an entire group to use 2-step
verification (using an authentication app on the user's mobile device)

e Resef the 2-step verification secret for an account

e Resend the invitation/welcome email

e View the account finalisation URL (and send it to the user, if they are

unable to finalise their account using the invitation/welcome email)

Where can | find more help?

Contact Tuakiri support on
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mailto:support@tuakiri.ac.nz.

